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3d password technology stand for Three-dimensional technology. Users at
present use 3d password for secure authentication and today be provide
with most major password stereotype such as textual passwords , biometric
scanning, token or cards(such as an ATM, or visa)etc . The 3D password
scheme is base on a combination of various sets of factors. Existing systems
of substantiation are weighed down by many weaknesses. Commonly,
textual passwords are used to protected statistics or client accounts. Textual
password is combination of alphabets and numbers so that password easily
breaks by unauthenticated person .Graphical password is advanced Version
of password. Various graphical passwords contain a Secret word break to is
less than or different in the direction of the textual password break.
Biometric password is a complete attribute of graphical passwords.
Biometric passwords are consisting of face identification, thumb idea, look at
retina and heartbeats pulses and special type of helpful in sound signature.
The 3-D password is built in string of the relations and procedures which
perform by the users. During additional terms, the 3D Password method is a
new authentication system that come together RECOGNITION +
RECALL+TOKENS+BIOMETRIC within individual authentication scheme.

©2014, UICSE, All Right Reserved.

INTRODUCTION

Generally the authentication scheme the user
undergoes is mostly very light or very strict. 3 D
password is one of the most important security make
sure provide to method by the unusual authentication
schemes or algorithms but 3D password scheme very
unique for wusers and provide many types of
authentications scheme. 3D password types such as
textual passwords, graphical passwords, biometric,
token, cards (such as an ATM, visa etc) though present
are many weaknesses in existing. But before a scheme a
person uses textual passwords is mixture of alphabets
and numbers so People carry on textual password as
name of their desired things, textual passwords are
commonly used when password easily cracked by other
person . Passwords might come since that consumer
can recall and recognize pictures other than
expressions. Users tend to choose their nick names,

which can be cracked easily. Token based systems know
how to as well exist use when method of authentication
in banking systems. But cards are failure or robbery.
Authentication scheme is the maximum large
protection checks that can be provided to the system
by special validation. Authentication protects at all
methods as of illegal right of entry, so that simply
certified persons can contain faithful to utilize or grip to
facilitate scheme & records connected near to structure
strongly method .

eKnowledge based: means what you recognize Textual
password is the best example of this Authentication
scheme.

eToken based: means what did you say? This includes
Credit cards, ATM cards, Visa etc are

Examples:
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eBiometrics: means what you are. Includes Thumb
impression, etc example.

eRecognition Based: means what did you say? Includes
graphical password, iris recognition, Face recognition,
etc. [1]-[7].

3D Password scheme

The 3D password scheme is a new authentication
scheme which is based on a collection of multiple sets
of factors that combine recognition, recall, tokens and
biometric in single authentication scheme. The scheme
of authentication presents a 3D virtual environment.
The 3D password type crack is put together going on
the source of the design of the 3D virtual environment
and the environment of the matter selected. This
scheme contains a number of objects or objects
through which the user can interact.

3D password authentication scheme has the following
requirements: [1]

1) The scheme is not only based going on recall or
recognition. It is a arrangement of recall, recognition,
biometrics with token based authentication schemes.

2) Users should have the option to choose the condition
of the 3D password, whether it will be completely
recall, biometric or token based, a mixture of contain
two or more schemes, etc. This is essential as special
user contain unlike requirements, they may not want to
carry cards, or to present biometric data while others
may have strong reminiscences. Here rotate, these
assure better suitability.

3) The method should control secrets, ones to facilitate
are easy used for the planned user to memorize and
difficult for intruders to estimate. These should be
difficult for instance, hard to crack winning keen on a
series of steps and proof on a section of piece.

These secrets are required to be flexible, the user must
be suitable to modify or remove them. Basically a 3D
respective environment is produced, nowadays user
interact with any factor or substance at exacting co-
ordinate, in this 3D environment, this way of
communication is recorded and becomes a element of
his password, now any come to of such connections can
be recorded.

Architecture of 3D password system:

User Logs In

Interaction Sequence is
generated.

h 4

Interaction Sequence is
register with User ID.

h 4

User Credentials

User ID Accepted.

Interaction Sequence

Accepted.

h 4

Encrypted and Stored in
Database.

Interaction
Sequence

Fetch from Datahase.

Interaction Sequence
Compared.

h 4

Authentication Verified.

l_l

User Access Approved.

User gain access to

applications.

—

‘Email | ‘ Files ‘

Figure 1: Diagram of 3D password scheme
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This communication could be, a textual password being
entered on a method in 3D environment, or maybe still
the walking sample of the user, all this is the alternative
of developer.

Create a 3D Password: 3D Password is multi-factor s
therefore several password schemes such as textual
password, graphical password, biometrics, token or
cards (such as an ATM, or visa) based passwords

Typing a letter or number

(Typ ng a Textua F‘-:-sswc:'d)

simultaneously can be used as a part of user 3D
Password scheme. Different users have different needs
so users be required to be given the independence of
selection and verdict to choose which authentication
schemes will be part of users 3D Password.

The figure is representing state diagram for creating a
3D Password application

Clicks

| v

Perfarming a graphical Password]
Clickona
Click on a Finish Typing a Graphical
spedcific key Password [p&m
Textual
pressed .
Password Item a specific key
prassed
a Biometric
A4 Itemn is clicked

Moving Inside Virtual 30 En

Filling User Name

viromeant Perfarming Biometrics

U

Verifying

Access

.

Login Pressed

Move Object. Turn
Onioff,

liminate,.....etc

Changing Object Status

Granted

Figure 2: State chart of creating 3D Password function [1][2][4][5]

Working with 3D Password

Step -1

The user need to execute in 3D Password
authenticate him/her using easy textual password
and is finished during by as long as user’s username as
well as secret code.

under doing well authentication, user is existing with
3D virtual environment GUI screen that consist of
necessary computer and keyboard everywhere the user
want to enter password that is stored in a easy
encrypted content organizer in the form of (x1, y1, z1)
co-ordinates. Following successful conclusion of this
authentication step, user automatically enter into an
drawing gallery (or virtual environment), where the

is to

user has to select various implicit objects/items present
contained by that gallery. The progression in which user
has clicked on touching substance, for persons exacting
substance the sequence of points (i.e. their x, y, z co-
ordinates) are stored in text file in the encrypted form.
In this manner, 3D code word is constructed and
position for that detailed user. Afterwards, while user
wants to right to use his/her account after that the user
has to choose all the substance in same sequence which
he/she has chosen at the moment of produce their 3D
Password. Series is compared through the stored
coordinate and but go with is establish next,
authentication is doing well and user is known the right
of entry.
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User Logs In

(]

30 Environment Displayed

(]

User Interacts \With 30
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Interaction Sequence =
Generated From
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* 3D environment

hovemerts
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Interaction Sequence Is User ID Accepted
Registered With User ID

User Credentials Accepted -

Interaction Sequence
Fetched From Database

v

v

Encrypted & Stored In
Databasze

Interaction Sequence
Comapred

v

Authentication Werified

Uszer gains access to
application. (Email, files, etc.)

_—_—
Interaction
Sequence

v ' '

User &Access Approved

Figure 3: customers entering Textual Password in 3D virtual environment [6]

Registration

1. When original user registers, original enter the all

detail which present in register figure.

2. After that choose any one image from many images

and also click the least 4 points at all string.

3. Then represent the Thumb expression of user

4. Then choose one sound clip, play and pause that clip

next to exacting time.

5. This every one connection stored in database in

encrypted format

Advantages & Disadvantages

1) Advantages

e 3D Password is multi-factor and many-password
authentication scheme.

e Great key space.

e Extra safe authentication
compared to accessible one.

2) Disadvantages

e Large moment and recall requirements.

e Accept difficulty attack is still useful and can involve
this system.

e Exclusive as compared to earlier ones.

SECURE AUTHENTICATION ON 3D PASSWORD SCHEME

Brute Force Attack: The attack is extremely hard since

1. Time essential to login can differ as of 20s to 2 min

so it is very time consuming.

2. Charge of Attack: A 3D Virtual environment might

include

Biometric object, the attacker has to copy all biometric

scheme because

in sequence.

Well-Studied Attack: The opponent tries to discover
the maximum likely sharing of 3D passwords. In arrange
to start on such an attack; the opponent has to obtain
data of the majority likely 3D password

Distributions. This is very not easy since the opponent
has to learn the entire the accessible authentication
method so as to be used into the 3D environment. It
requires a revision of the user’s collection of objects for
the 3D password. Additionally, a well studied attack is
extremely solid to achieve as the attacker has in the
direction of carry out a modified attack for every
different 3D virtual environment design. This
environment has a figure of objects and type of thing
response that differ from any additional 3D virtual
environment. So, a carefully modified study is necessary
to initialize a successful attack.

Shoulder Surfing Attack: An opponent uses a camera to
proof the user’s 3D password

or try to look at the legal user as the 3D password is
creature performed. This attack is the most successful
kind of attack next to 3D passwords and a few extra
graphical passwords. But the user’s 3D password can
contain biometric data or textual passwords to cannot
be seen as of on the support. Therefore, we assume to
the 3D password be supposed to be perform in a
protected put anywhere a accept surfing attack cannot
be performed.

Timing Attack: The Attacker observes how lengthy it
takes the legal user to execute right log in by 3D

9
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Password which gives a suggestion of 3-D Passwords
length. This attack cannot be doing well as it give the
attacker simple hints.

PROBLEM ISSUES WITH 3D PASSWORD SCHEME
Textual Password: Textual Passwords is easily cracked
by any person and that should be easy to remember at
the similar time solid to guess. However condition a
textual protected authentication: 3D password 243
code word is solid to guess after that it is very not easy
to remember too. complete password freedom for 8
characters consisting of together records and
characters is 2 *1014.starting a research 25% of the
passwords out of 15,000 users can guessed properly by
using person force vocabulary.

Graphical Password: Graphical passwords came
because users know how to recall and recognize
pictures added than terms. But mainly graphical
passwords are subject for accept surfing attacks, where
an attacker can watch or proof the suitable user
graphical password via camera. The main weakness as
applying biometric is its intrusiveness upon user’s
personnel characteristics. They require special scanning
tool to confirm the user which is not suitable for
remote and internet users. Smart cards know how to be
lost or stolen and the user has to take the symbol when
contact essential.

CONCLUSION

The 3D Password scheme is multi-feature and multi-
factors authentication scheme so as to combine all the
profit of accessible authentication scheme interested in
particular 3D virtual environment. The total of
recollection to be compulsory to store a 3D key is great
once compared to a textual password. This term paper
presents two environments in which the freedom
essential to store the 3D password is complete.

This system is exist of many authentication scheme
textual password, graphical passwords, biometrics,
token based, cards (credit card or visa) etc. The main
goal of paper is to include a system which have a great
password freedom and which is a mixture of accessible,
or original, authentication scheme into single method.
Although using 3D password, users have the choice to
choose whether the 3D password will be recognition,
recall, biometrics or token based, or an arrangement of
two or more schemes with sound signature.
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