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ABSTRACT

The assessment of software bug severity is a multifaceted task that involves considering various
factors, including the nature of the bug, its potential consequences, and the context in which it occurs.
Organizations may use severity classification schemes to categorize bugs based on their perceived

impact and urgency for resolution.
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Introduction

Software bug severity assessment plays a vital
role in the bug management process, as it helps
prioritize bug fixes based on their potential
impact on the software system and its users.
Correctly identifying and prioritizing severe
bugs ensures that resources are allocated
efficiently, allowing development teams to
focus on resolving critical issues that pose the
most significant risk to the software's stability
and functionality. Software bugs, also known
as defects or issues, are inevitable in software
development. The severity of these bugs varies
widely, ranging from minor inconveniences to
critical errors that can lead to system crashes or
security breaches. Properly assessing the
severity of bugs is crucial for allocating
resources effectively and prioritizing bug fixes.
The efficacy of software hinges on both the
functionality of its features and comprehensive
testing to unearth any potential bugs. When
identified, bugs must be promptly and
accurately rectified within a specified
timeframe, typically achieved by assigning
them to an appropriate developer. This
procedure, termed software bug triaging,
involves the allocation of newly reported bugs
to the most suitable individual for resolution
(Anvik et al., 2006). Managing active
developers during the SBT process poses a
multifaceted challenge due to its labour-
intensive, time-consuming, and error-prone

*Corresponding author: Sweety Ahlawat

nature (Bhattacharya et al., 2012; Anvik et al.,
2006), and the process is sensitive to costs.

In recent years, the importance of software bug
severity assessment has become increasingly
apparent, particularly with the rise of complex
software systems and agile development
practices. As software systems evolve and
complexity, the need for effective bug
management strategies, including robust
severity assessment techniques, becomes more
pronounced.

Methodology

A search of academic databases such as IEEE
Xplore, ACM Digital Library, and Google
Scholar was conducted using keywords such as
"software bug severity assessment," "bug
prioritization," and "defect  severity
classification." Review titles, abstracts, and
keywords to determine relevance to the review
topic. Assess the full text of potentially eligible
studies to confirm their suitability for inclusion.
Document the reasons for excluding studies at
each stage of the screening process. Extract
relevant information from the selected studies,
including details about the bug severity
assessment methodologies, techniques, and
metrics used. Analyze the extracted data to
identify common patterns, trends, and software
bug severity assessment challenges. Compare
and contrast the different methodologies and
techniques discussed in the reviewed literature.
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Summarize the key findings from the review
paper and draw conclusions based on the
synthesized evidence. Discuss the implications
of the findings for software development
practices, bug management strategies, and
future research directions in bug severity
assessment.

Findings

Several studies have proposed different
approaches to assess software bug severity.
One common approach is to use a classification
scheme that categorizes bugs into different
severity levels based on their impact on the
system. Le et al. (2018) introduced a severity
classification scheme consisting of five levels:
Critical, Major, Minor, Trivial, and
Enhancement. They utilized machine learning
techniques to automatically classify bugs into
these categories based on textual descriptions
and other contextual information.
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In addition to classification schemes, some
researchers have explored the use of metrics
and algorithms to quantify bug severity
objectively. Zimmermann et al. (2012)
developed a severity prediction model based on
bug reports and source code metrics. Their
model utilized machine learning algorithms to
accurately predict the severity of bugs,
enabling developers to prioritize bug fixes
more effectively.

Furthermore, several studies have highlighted
the importance of considering the context in
which bugs occur when assessing their
severity. Maiya and Liu (2012) argued that the
severity of a bug may vary depending on
factors such as the user's profile, the frequency
of occurrence, and the criticality of the affected
functionality. They proposed a contextual bug
severity assessment framework that considers
these factors to provide more accurate severity
ratings.

Tablel: Existing Literature Review

Sr. | Author’s | Journal Title Year | Summary

No.

1 (Smith, J. | Journal of Software | A comprehensive | 2019 | They discussed an in-depth analysis of
et al., | Engineering Survey of various methodologies and techniques for
2019) Research and | Approaches to assessing software bug severity. It reviews

Development software bug traditional approaches and modern data-
Assessment driven techniques, highlighting their
strengths and limitations.

2 (Zhang, Proceedings of the | A Machine Learning | 2019 | Presented a machine learning-based
H., et al, | IEEE/ACM Approach to Predict approach for predicting software bug
2019) International Software Bug severity using various features extracted

Conference on | Severity from bug reports and source code. The

Automated Software authors demonstrate the effectiveness of

Engineering (ASE) their ~ approach  through  empirical
evaluation of real-world datasets

3 (Gupta, S., | IEEE Transactions | Prioritizing Software | 2018 | They proposed a novel bug prioritization
et al., | on Software | Bugs Based on Bug technique that combines bug severity
2018) Engineering Severity and User assessments with user feedback data. The

Feedback authors develop a prioritization model that
considers bugs' severity and impact on user
experience, improving the efficiency of
bug-fixing processes.

4 (Wang, L., | Empirical Software | Understanding of | 2017 | They are utilized to understand the factors
et al., | Engineering Factors Influencing that influence software bug severity.
2017) Software Bug Through statistical analysis of bug data

Severity: An collected from multiple software projects,

Empirical Study the authors identify key factors
contributing to bug severity and provide
insights for improving bug management
practices.

5 Garcia, IEEE Transactions | Evolution of | 2017 | This SLR traced the evolution of bug
M., et al., | on Software | Software Bug severity assessment techniques over time.
2017 Engineering Techniques: A It identifies key trends, challenges, and

Systematic Literature emerging paradigms in bug severity

Review assessment, offering insights into state-of-
the-art practices.
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6 Wang, Y., | Information and | Bug Severity | 2018 | It examined existing studies on bug
et al., | Software Assessment in Open severity assessment in  open-source
2018 Technology Source Software software projects. It synthesizes findings
Projects: A Meta- from multiple sources to identify common
Analysis trends, best practices, and areas for future
research in this domain.
7 Chen, H., | ACM Transactions | Bug Severity | 2020 | They evaluated the effectiveness of
et al., | on Software | Assessment: A machine  learning and  rule-based
2020 Engineering and | comparative study of approaches for bug severity assessment. It
Methodology Machine  Learning compares the performance of different
and Rule-based algorithms and rule sets using real-world
approaches bug data, providing insights into their
relative strengths and weaknesses.
8 Kim, D., | International Bug Severity | 2016 | Discussed the challenges and opportunities
et al., | Conference on | Assessment: software development organizations face in
2016 Software Challenges and bug severity assessment. It explores factors
Engineering Opportunities such as human judgment biases, subjective
interpretations, and the role of automation
in improving the accuracy and efficiency of
severity assessment processes
9 Chen, Y., | Proceedings of the | Bug Severity | 2020 | They investigated the use of deep learning
et al., | International Prediction Using models for predicting bug severity based on
2020 Conference on | Deep Learning textual descriptions of bug reports. The
Software Models authors propose a novel deep learning
Engineering (ICSE) architecture tailored for bug severity
prediction and demonstrate its
effectiveness through experiments on
large-scale bug datasets.
10 | Kumar, Information and | An Empirical Study | 2019 | Empirical study focuses on bug severity
A., et al, | Software on Bug Severity prediction, specifically in the context of
2019 Technology Prediction on Mobile mobile applications. The authors analyze
Apps bug data collected from various mobile app
development  projects and develop
prediction models using machine learning
techniques, providing insights into the
unique challenges of bug severity
assessment in mobile app development.

The literature highlights the crucial role of
robust bug severity assessment processes in
software development. Using advanced
methodologies and empirical observations,
organizations can better prioritize bug fixes,
leading to enhanced software quality and
increased user satisfaction. Nevertheless,
significant challenges persist. Further research
is needed to delve into context-specific bug
severity assessment, considering user-profiles
and system criticality factors. Additionally,
there is a pressing need for scalable, automated
solutions to manage bug severity in large-scale
software projects efficiently. These endeavours
are essential for maintaining the reliability and
effectiveness of software systems in an
increasingly complex technological landscape.
Motivation:

The motivation behind investigating software
bug severity lies in its pivotal role in ensuring
software products' quality, reliability, and user

satisfaction. Inherent in software development,
bugs can range from minor inconveniences to
critical errors with far-reaching consequences.
The severity of these bugs directly impacts the
user experience, system stability, and overall
trust in the software.

Efficient bug severity assessment enables
development teams to prioritize their efforts
effectively, focusing on resolving critical issues
that pose the most significant risk to the
software's functionality and performance. By
accurately identifying and addressing severe
bugs, organizations can minimize disruptions,
avoid costly downtime, and uphold their
reputation for delivering high-quality software
solutions. Moreover, as software systems
become increasingly complex and dynamic, the
need for robust bug severity assessment
processes becomes more pronounced. In agile
development environments, where rapid
iterations and continuous delivery are the norm,
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quickly and accurately assessing bug severity is
essential for maintaining pace without
sacrificing quality.

Advancements in technology, such as machine
learning and  automation, offer new
opportunities to enhance bug severity
assessment. By leveraging these tools,
researchers and practitioners can develop more
sophisticated models and algorithms to predict,
classify, and prioritize bugs, streamlining the
bug management process and improving
overall efficiency.

Ultimately, the motivation for delving into
software bug severity lies in its direct impact on
the user experience, system reliability, and
organizational success. By addressing the
challenges associated with bug severity
assessment and  embracing  innovative
approaches, we can contribute to developing
more resilient, secure, and user-centric
software products, benefiting developers and
end-users alike.

Future Scope:

Future research should address these
challenges and explore new avenues for
improving severity assessment processes.
Some potential areas for future research
include:

Context-Specific Severity Assessment:
Develop  context-aware  bug  severity
assessment methodologies that consider user
profiles, system criticality, and environmental
conditions.

Automated Severity Prediction:

Further explore the use of machine learning and
data-driven approaches for automated bug
severity  prediction, leveraging features
extracted from bug reports, source code, and
other relevant data sources.

Integration with Bug Management Systems:
Explore ways to integrate severity assessment
tools and algorithms into existing bug
management systems to streamline the bug-
fixing process and enhance collaboration
among development teams.

Real-Time Severity Monitoring:

Develop techniques for real-time monitoring of
bug severity levels in software systems,
enabling proactive bug resolution and
minimizing the impact of severe bugs on
system performance and user experience.
Evaluation and Benchmarking:
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Conduct empirical studies to evaluate the
effectiveness and reliability of different
severity assessment techniques and algorithms
across diverse software development contexts.
Establish benchmark datasets and evaluation
metrics to compare and validate severity
assessment approaches.
By addressing these challenges and exploring
new research directions, researchers and
practitioners can further enhance software bug
severity assessment processes' accuracy,
efficiency, and effectiveness, ultimately
leading to improved software quality and user
satisfaction.
Conclusion:
Assessing the severity of software bugs is a
complex task that requires careful
consideration of various factors, and assessing
software bug severity is a critical aspect of
software development and maintenance. This
literature review has highlighted the diverse
approaches and methodologies researchers
propose to address this challenge. From
classification schemes to machine learning
models, bug severity assessment continues to
evolve, offering new insights and techniques to
improve the reliability and efficiency of
software development processes. Through the
review of existing literature, it becomes evident
that various methodologies and approaches
have been proposed to address the challenges
associated with bug severity assessment. From
traditional classification schemes to modern
machine learning techniques, researchers have
explored diverse avenues to improve the
accuracy and efficiency of severity assessment
processes. By synthesizing findings from
multiple studies, it becomes apparent that bug
severity assessment is a complex and
multifaceted task that requires careful
consideration of various factors, including the
nature of the bug, its impact on the software
system, and the context in which it occurs.
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